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LEGAL NOTICE DISCLAIMER

This document and the contents of all materials available from this document (the “Content”) are subject to copyright 
(including patent protection) by ALEO LIGHTING, INC, unless otherwise indicated. Copyright is not claimed as to any part 
of the intellectual property owned by Bluetooth SIG, Inc. Product names and markings noted herein may be trademarks of 
their respective owners. Accordingly, the Content may not be republished in any way without the prior written consent of 
ALEO LIGHTING, INC. In doing so, you may not remove or alter, or cause to be removed or altered, any copyright, trademark, 
trade name, service mark, or any other proprietary notice or legend appearing on any of the Content. Modification or use of 
the Content except as expressly provided herein violates ALEO LIGHTING, INC’s intellectual property rights. Neither title 
nor intellectual property rights are transferred to you by access to this document.

The information provided in this document is provided “AS-IS” and ALEO LIGHTING, INC specifically disclaims any and all 
express, implied or statutory warranties, including the implied warranties of fitness for a particular purpose, and of 
merchantability and against infringement. No person is authorized to make any warranty or representation on behalf of 
ALEO LIGHTING, INC concerning the performance of the described services or information. The user of the document 
assumes all responsibility and liability for proper and safe handling of the goods and services. Further, the user indemnifies 
ALEO LIGHTING, INC from all claims arising from the handling or use of the goods and services. It is the user’s responsibility 
to take any and all appropriate precautions with regard to electrostatic discharge and any other technical or legal concerns.
Users handling electrostatic discharge installation must have appropriate electronics training and observe good standards 
of engineering practice. Except as expressly indicated in writing, ALEO LIGHTING, INC services are not designed for use in 
medical, life-saving, or life-sustaining applications or for any other application in which the failure of the ALEO LIGHTING, 
INC service could result in personal injury or death. The information contained in this document may not be used contrary 
to applicable law or any purpose other than specified in the document i.e. for a lighting control solution.

Unless otherwise specified in the writing, to the maximum extent permitted by applicable law, ALEO LIGHTING, INC SHALL 
NOT BE RESPONSIBLE OR LIABLE TO ANYBODY FOR ANY DIRECT or INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR 
CONSEQUENTIAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOSS OF REVENUES, LOSS OF PROFITS OR LOSS 
OR INACCURACY OF DATA, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR INCURRED IN USING 
THIS DOCUMENT OR ALEO LIGHTING, INC’S SERVICES AND/OR PRODUCTS. ALEO LIGHTING, INC’S CUMULATIVE 
LIABILITY FOR ANY AND ALL DAMAGES IS LIMITED TO THE AMOUNTS PAID TO ALEO LIGHTING, INC BY THE USER 
IN THE LAST 12 (TWELVE) MONTHS FOR THE PARTICULAR PRODUCTS AND/OR SERVICES WITH RESPECT TO 
WHICH A CLAIM IS MADE. ALEO LIGHTING, INC HAS AGREED WITH THE USER THAT THESE LIMITATIONS WILL 
SURVIVE AND APPLY EVEN IF ANY LIMITED REMEDY SPECIFIED IN THIS AGREEMENT IS FOUND TO HAVE FAILED 
OF ITS ESSENTIAL PURPOSE.

The parameters provided in this document may vary over time. All operating parameters, including typical parameters, must 
be validated by each customer’s technical experts. 

Except as expressly indicated in writing, no license, express or implied, to any intellectual property rights is granted by this 
document or by any conduct of ALEO LIGHTING, INC.

The document and information provided in this document is proprietary to ALEO LIGHTING, INC, and unless otherwise 
indicated in writing, ALEO LIGHTING, INC reserves the right to make any changes to the information in this document or 
to any products and services at any time without notice. 

The document as well as the rights and obligations of ALEO LIGHTING, INC and of the user of the documentation and/or 
ALEO LIGHTING, INC’S services hereunder shall be governed by Polish regulations. The user of the document and ALEO 
LIGHTING, INC agree to submit to the exclusive jurisdiction of, and venue in, the courts of Krakow, in any dispute arising 
out of or relating to this agreement. The application of the “United Nations Convention on Contracts for the International 
Sale of Goods” is hereby excluded. All required or permitted notices to ALEO LIGHTING, INC under this document will be 
made in writing, make reference to this document, and be delivered by hand, or dispatched by prepaid air courier or by 
registered or certified airmail, postage prepaid, addressed as follows:

ALEO LIGHTING, INC
10988 Bloomfield Ave, Santa Fe Springs, CA 90670
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1. Overview
The AleoBlue BACnet Gateway integrates Bluetooth® NLC lighting systems, set up with AleoBlue
Commissioning tools, with Building Management Systems (BMS) and other systems via BMS using BACnet 
protocol. 

It collects data from the lighting system and translates it into BACnet objects, enabling seamless 
communication with other building systems.

This integration allows advanced lighting control to be incorporated into building automation workflows, 
enabling smarter coordination and communication between systems.

The gateway itself is not capable of communicating over the internet.
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2. Features
2.1 Sharing objects for groups (lighting zones) and devices

Object Description Type Input / 
output

Reporting 
interval Writable COV

Group Health Status Indicates whether any node in the group 
is out of range or reporting errors Multi-state Input Real-time* No Yes

Group Occupancy Status Indicates whether the group is occupied 
or vacant Binary Input Real-time* No Yes

Group Energy Use Indicates total energy use measured 
across all nodes in the group Analog Input 15 minutes No Yes

Group Scene Recall Recalls one of four predefined scenes** Multi-state Output Real-time* Yes N/A

Group Ambient Light Level
Indicates the average light level 
calculated across all light sensors in the 
group

Analog Input Real-time* No Yes

Group Light On Status Indicates whether the light of any node in 
the group is on Binary Input Real-time* No Yes

Group Light Level Set Adjusts the light level in the group Analog Output Real-time* Yes N/A

Group Light Level Status Indicates the highest light level from all 
devices in the group Analog Input Real-time* No Yes

Device Health Status Indicates health of individual nodes in the 
group Multi-state Input Real-time* No Yes

* The value is updated immediately after receiving a valid new message from any member of the group.
** For the Multiple scenes / Scheduling scenario: State 1 triggers scene 2; state 2 triggers scene 1; state 3 triggers scene 4; state 4 triggers scene 3. 
For scenarios other than the Multiple scenes / Scheduling scenario: State 1 turns off the light; state 2 turns on the light and automation; state 3 
triggers scene B; state 4 triggers scene A.

2.2 Data update and topology representation

Data is shared through the Change of Value (COV) method.
Lighting system topology is displayed using Structured View objects.

2.3 Configurable BACnet object naming

Group-level objects use this naming format:
APPLICATION_GROUP_ID@GW_NAME/PROJECT_NAME/AREA_NAME/ZONE_NAME/OBJECT_FUNCTION
Lighting_G000@BACnet_GW_0/Office/Floor_1/Corridor/Group_Health_Status

Device-level objects use this naming format:
APPLICATION_GROUP_ID_DEVICE_ID@GW_NAME/PROJECT_NAME/AREA_NAME/ZONE_NAME/DEVICE_NAME/OBJECT_FUNCTION
Lighting_G000_D000@BACnet_GW_0/Office/Floor_1/Corridor/Device_c345/Device_Health_Status

Naming components:
APPLICATION = ‘Lighting’
GROUP_ID = ‘G’ followed by a sequential, zero-padded, three-digit number (for example, G000, G001), assigned by zone 

creation date within the area
DEVICE_ID = ‘D’ followed by a sequential, zero-padded, three-digit number (for example, D000, D001), assigned by 

zone creation date and, within each zone, by device commissioning date
GW_NAME = Name of the gateway (spaces and URI-reserved characters are replaced with ‘_’)
PROJECT_NAME/AREA_NAME/ZONE_NAME = Topology path (spaces and URI-reserved characters are replaced with ‘_’)
DEVICE_NAME = Name of the device (spaces and URI-reserved characters are replaced with ‘_’)
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OBJECT_FUNCTION = Object function listed in section 2.1 (spaces and URI-reserved characters are replaced with ‘_’)
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3. Technical specifications
Application On-premise integration of the Bluetooth NLC-based lighting system with the BMS. 

Capacity and performance Up to approximately 200 Bluetooth mesh messages per second.

Project requirements Up to approximately 200 Bluetooth mesh devices per gateway.
Up to 100 lighting zones per gateway.
One area per gateway.
UTF-8 character set.

Power supply 5 V DC (±5%), max. 5.5 V, 1 A, micro USB
Power over Ethernet 48 V DC, 0.1 A (IEEE 802.3af)

Operating system Linux-based OpenWrt 23.05.4

Processor 32-bit 575 MHz (Mediatek MT7628)
32-bit 64 MHz (Bluetooth Low Energy)

Memory 128 MB 16-bit DDR2 RAM
16 MB SPI NOR Flash

Communication protocol Bluetooth Low Energy (2.4 GHz)

Bluetooth frequency 2.4–2.4835 GHz

Maximum emitting power 18 dBm

Ports 1 × RJ45 10/100 Ethernet with PoE support
1 × USB 2.0 Type-A

Network protocol BACnet/IP 1.30

Bluetooth scan coverage radius Up to 100 m (open space)

FCC ID 2ABU6-G1-E

Operating temperature -10°C to 50°C (14°F to 122°F)

Operating humidity 5% to 95%, non-condensing

Enclosure dimensions 150 mm × 150 mm × 36 mm (5.9″ × 5.9″ × 1.4″)

Net weight 155 g (0.34 lbs)

Environment type Indoor (IP 20)

Mounting position Wall-mounted or surface-mounted, near the geometric center of the lighting 
network, away from potential sources of interference.

Accessories USB cable, mounting template, metal magnetic fixing, and screws
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4. Safety precautions
● Use the gateway only as described in this manual.
● Make sure that all parts of the gateway are present, genuine, and not damaged.
● Make sure that the power source matches the specifications on the rating plate.
● Do not carry or lift the gateway by cables.
● Keep the gateway dry. Do not expose it to rain, snow, or frost.
● Keep the sockets clean and free of dust.
● Have the gateway repaired only by an authorized service center.

5. Requirements
● The lighting system must be created in the AleoBlue Commissioning.
● All luminaires must be added to the area where the gateway will be installed.
● All luminaires must be fully configured with no errors in the project.
● The lighting network must be fully operational, confirmed by the mesh quality test performed using the 

mobile app before installing the gateway.
● The gateway must be connected to the local Ethernet network.
● The gateway must be installed within radio range of at least one relay.
● The gateway must be placed away from potential sources of interference (for example, high-power 

electrical equipment, transmitters, or building features that could block the radio signal).
● If the BMS manages schedules, scheduling events must not be created in the AleoBlue Commissioning.
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6. Commissioning
1. In the AleoBlue mobile app iOS/iPadOS, make sure that all devices are added to the area where the gateway 

will be installed and are fully configured in that area.
2. Install the gateway in that area.
3. Connect the gateway to power and to Ethernet, or use a Power over Ethernet (PoE) connection.
4. Press the ON button.

After the gateway starts, the LED displays:

5. Create a dedicated zone for the gateway in that area, and add the gateway to this zone:
a. Go on site where you installed the 

gateway.
b. In the AleoBlue mobile app for 

iOS/iPadOS, go to the project and area.
c. To create a zone for the gateway, tap +, 

enter a name, select a profile based on 
the manual control scenario, and tap 
Create.

d. Tap the zone.
e. Move close to the gateway and tap +.
f. Tap the gateway to add it to the zone.
g. Tap Add to confirm.

The LED displays:

h. Tap Done.
6. Tap the gateway, and make sure that the relay function is disabled.
7. Perform a mesh quality test using the mobile app to make sure that the 

lighting network is fully operational.

https://apps.apple.com/us/app/aleoblue-lighting-controls/id1551305287


SGW-104 AleoBlue BACnet Gateway user manual rev. 3.2

aleoblue.support@aleolighting.com www.aleoblue.com page 9

Copyright © 2026 by ALEO LIGHTING, Inc. All Rights Reserved.

8. Configure the gateway:
a. In the AleoBlue web app, open the project, and click Gateways > BACnet Gateways.

b. Click and enter the following data:
● BACnet Device ID: The starting number for BACnet object 

instances.

Up to 2,000 sequential object instances can be assigned, 
depending on the number of zones and nodes.

● BACnet port (optional): The port number for BACnet 
communication. If left empty, the default 47808 will be used.

● Device BACnet password: The password that authorizes protected 
BACnet operations, such as cold start and warm start. It cannot be 
left empty.

It must be 8–20 characters long and contain only letters, 
numbers, spaces, and ASCII symbols.

c. Set the IP addressing method:
i. If the network provides DHCP services and the gateway is allowed 

to obtain an IP address, select Automatically.
ii. If the gateway will use a static IP address, select Manually, click 

Next, and enter the following network data:
● Device IPv4 address.
● Subnet mask (IPv4).
● Network gateway IPv4 address.

iii. Click Save.
d. Click to download the configuration file.
e. Extract the .zip file.
f. Copy the extracted .hex file to a FAT32-formatted USB drive.

Any change to the project that requires using the Configure function in an area that contains a 
gateway will require a new configuration file.

g. Insert the USB drive into the gateway.
h. Power the gateway down, power it back up, and wait 30 seconds.

If the gateway detects a configuration on the USB drive, it reads and validates the 
file. After the configuration is applied, the gateway restarts and the LED displays:

i. Remove the USB drive from the gateway.
j. Use a BACnet client (for example, YABE) and time sync command to make sure the gateway time is 
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correct.
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7. Moving the gateway to a different zone
1. If the gateway's network parameters have changed, or if you are moving the 

gateway to another area or project, make sure that it is reconfigured with 
the new configuration data as described in the Commissioning section.

2. Open the AleoBlue mobile app.
3. Go to the project, area, and zone to which the gateway is added.

a. (iOS/iPadOS) Tap the gateway and tap .
b. (Android) Tap to open the context menu and tap Remove.

The LED displays:

4. Move the gateway to a different zone (in the same or a different area or 
project), and install it there.

5. In the AleoBlue mobile app, go to the zone where you installed the 
gateway.

6. Move close to the gateway and tap +.
7. Tap the gateway to add it to the zone.
8. Tap Add to confirm.
9. Tap Done.
10. Use a BACnet client (for example, YABE) and time sync command to make sure the gateway time is correct.

8. Updating the software using a USB drive
1. Contact AleoBlue to obtain the new software (file named update.bin).
2. Copy the update.bin file to a FAT32-formatted USB drive.
3. Insert the USB drive into the gateway.
4. Power the gateway down, power it back up, and wait 30 seconds.

If the gateway detects a newer software version on the USB drive, it starts the update.

After the software is updated, the gateway restarts and returns to its previous state, which is one of 
the following:

Unprovisioned Provisioned Provisioned (Mesh-
connected)

5. Remove the USB drive from the gateway.
6. Update the configuration.



SGW-104 AleoBlue BACnet Gateway user manual rev. 3.2

aleoblue.support@aleolighting.com www.aleoblue.com page 12

Copyright © 2026 by ALEO LIGHTING, Inc. All Rights Reserved.

9. Updating the configuration
1. In the AleoBlue web app, open the project, and click Gateways > BACnet Gateways.

2. Click and edit data.
3. Set the IP addressing method:

a. If the network provides DHCP services and the gateway is allowed to 
obtain an IP address, select Automatically.

b. If the gateway will use a static IP address, select Manually, click Next, 
and edit network data.

c. Click Save.
4. Click to download the configuration file.
5. Extract the .zip file.
6. Copy the extracted .hex file to a FAT32-formatted USB drive.

Any change to the project that requires using the Configure 
function in an area that contains a gateway will require a new 
configuration file.

7. Insert the USB drive into the gateway.
8. Power the gateway down, power it back up, and wait 30 seconds.

If the gateway detects a newer configuration on the USB drive, it 
reads and validates the file.

After the configuration is applied, the gateway restarts and returns 
to its previous state, which is one of the following:

Unprovisioned Provisioned Provisioned (Mesh-
connected)

9. Remove the USB drive from the gateway.
10. Use a BACnet client (for example, YABE) and time sync command to make sure the gateway time is correct.
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10. Copying logs to a USB drive
10.1 Using a reset button

1. Insert a FAT32-formatted USB drive into the gateway.
2. Use a pin to press and release the reset button.

The LED displays:

If the LED displays a solid purple ring, make sure that the USB drive is formatted as 
FAT32 and not damaged, then insert it again, and try again.

After the logs are copied to a USB drive, the BACnet server and the gateway restart, and the gateway 
returns to its previous state, which is one of the following:

Unprovisioned Provisioned Provisioned (Mesh-connected)

3. Remove the USB drive from the gateway.
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10.2 Using a BACnet command

1. Insert a FAT32-formatted USB drive into the gateway.
2. Use a BACnet client (for example, YABE) and one of the following commands:

a. Warm start (faster; requires password): Restarts the BACnet service and copies logs to the USB drive.
b. Cold start (slower; requires password): Restarts the firmware, configures it again, restarts the BACnet 

service, and copies logs to the USB drive.

Wait until the LED displays:

If the LED displays four red dots, make sure that the USB drive is formatted as 
FAT32 and not damaged, then insert it again, and try again.

After the logs are copied to the USB drive, the BACnet server and the gateway restart, and the 
gateway returns to its previous state, which is one of the following:

Unprovisioned Provisioned Provisioned (Mesh-connected)

3. Remove the USB drive from the gateway.
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11. Restoring system defaults
1. Remove the gateway from the project.

a. Open the AleoBlue mobile app.
b. Go to the project, area, and zone to which the gateway is added.

i. (iOS/iPadOS) Tap the gateway and tap .
ii. (Android) Tap to open the context menu and tap Remove.

The LED displays:

2. Use a pin to press the reset button on the gateway for at least 5 seconds.
3. Release the button.

The LED displays:

After the system defaults are restored, the gateway 
restarts and returns to the unprovisioned state:

4. Use a BACnet client (for example, YABE) and time sync command to make sure the gateway time is correct.
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12. Troubleshooting
If an error occurs, the system tries to restart the BACnet server. If multiple restart attempts fail, the gateway 
displays the most recent error state that caused the failure:

Incorrect configuration file, Ethernet cable not connected, or unable to obtain an IP address 
automatically.

Invalid configuration.

Unresponsive AleoBlue firmware.

Failed log backup to USB, possibly due to a missing USB drive, a corrupted or non-FAT32 file 
system, write protection, or other issues preventing access to the USB.

Unexpected system error or crash.

If any issues persist, make sure that the cables are correctly connected to the gateway. Then, copy the logs to a 
USB drive. To do this, use BACnet and perform a cold start, if possible. Otherwise, use the reset button. 
Afterward, reach out to aleoblue.support@aleolighting.com and attach the logs to request troubleshooting.

mailto:aleoblue.support@aleolighting.com
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13. Document revisions
Revision Date Editor Changes

3.2 5 March 2026 GM Corrections to the BACnet object naming components, the DHCP 
addressing method, and an error state description. Added the expected 
LED state at the end of the commissioning procedure. Added a step to 
remove the USB drive where necessary. Minor edits.

3.1 29 January 2026 GM Updated LED status indication images and Appendix: LED states. 
Updated configuration parameter details. Minor edits.

3.0 22 December 2025 GM Updated the Commissioning and Updating the configuration sections to 
include self-service commissioning. Corrected content in 
Troubleshooting and Appendix: LED states. Updated screenshots from 
the mobile app. Added details about Group Scene Recall object states. 
Updated the image on the first page. Minor edits.

2.0 21 August 2025 GM Moved the BIBBs section to the SGW-105 AleoBlue BACnet PICS
document. Revised and added new content.

1.0 7 February 2025 GM Initial release.
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Contact information 

Support:
Business development: 

For more information please visit:

AleoBlue.support@aleolighting.com
Support2@aleolighting.com

www.AleoBlue.com

Our offices:

Aleo Lighting + Controls
10988 Bloomfield Ave
Santa Fe Springs, CA 90670

http://www.aleoblue.com/
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Appendix: LED states

Gateway not connected to 
power

System is loading

Starting maintenance Reading the configuration file 
from USB

Reading the update.bin from 
USB and updating the software

Copying logs to USB (via press 
and release the reset button), 
and restarting BACnet service

Copying logs to USB (via 
BACnet), restarting BACnet 
service

Idle

Restoring system defaults (via 
press and hold the reset 
button)

Starting AleoBlue firmware

Starting BACnet service

Restarting AleoBlue firmware 
(via BACnet), restarting 
BACnet service

New configuration detected, 
updating the configuration, and 
restarting BACnet service
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Configuring BACnet server Gateway in an unprovisioned 
state

Attention in an unprovisioned 
state Gateway in a provisioned state

Attention in a provisioned 
state

Gateway in a provisioned state, 
with Bluetooth Mesh devices 
detected

Incorrect configuration file, 
Ethernet cable not connected, 
or unable to obtain an IP 
address automatically

Invalid configuration

Unresponsive AleoBlue
firmware

Failed log backup to USB, 
possibly due to a missing USB 
drive, a corrupted or non-
FAT32 file system, write 
protection, or other issues 
preventing access to the USB

Unexpected system error or 
crash
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